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Dear Parent/Carer

Online safety is an important part of keegishildren safe dEthelbert Road Primary Scho@nline

Safety is taught to all pupils and our curriculum empowers children to understand and be aware how
they can to stay safe and behave appropriately online but we can only be successful in keeping
children safe online if we work with you.

Your help is needed to talk to your children about htwy can keep themselves saipport each

otherand behave appropriately online.t * s i mpor t ant WwhHemadhildrencareaigsing al |
the internet and act to ensure they are protected from people who may pose a risk to them.

Children can accidently or deliberately be exposed to illegal, unwanted or unpleasant content,

comments or activity online and there are steypou can take at home to minimise this rigke

know that new apps and sites appear daily online and it would be unrealistic to ask parents and

carers to understand all of them. The sites and services that your child likes to use may change

regularly, butthe messages they need to keep themselves safe will remain the s#énirek before

you post, be kind online and ask for help if something makes you feel worried, upset or

uncomfortable.

I f your child wishes to download a new app then
following points:

Listen

1 Take an active interest in your child’”s onli:i
technology.
o Ask your child why they want to use thpp? How did they hear about it?
9 Discuss with them how they will keep themselves safe and make sure they know:
0 How to block and report other users and content
0 To speak to a trusted adult if they see anything or something happens online
that makes them feel worried, upset or uncomfortable.
0 About websites such as ChildLine and CEOP? www.childline.org.uk and
www.thinkuknow.co.uk

Functionality

1 Make sure that yownderstand how the app works so you can decide if you are happy for
your child to use it. You may even wish to set up an account yourself first.
1 Consider:
o Does it allow video chat or the sharing of images?
o Does it allow user t otramgersfmuni cate with

r
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Does it allow anonymous chat?

Does it allow irapp purchases?

Can you restrict access to the content that your child shares?

How will your child’"s personal data be us

O o0 oo

Reviews

1 What do other people (i.e. other parents and cardraye to say about the app?
o Ask your friends and family members or take a look online. You may be able to find
reviews via search engines or using tools suchvas.net-aware.org.ukand
www.commonsensemedia.org

Age Restrictions

1 You can usually find age restrictions within the apps terms and conditions. This is not the
same as the app/google store rating.

9 The age limit for many popular social networking sites igekin. This iglue to the
Children's Online Privacy Protection Act of 1998 (CORBRAjge limit is not based on
suitability of contentand insteadapplies to any website, app or online service which
collects, storesoruses h i | gherseral’ information Some apps will have age limits of
18+ as they are exclusively designed for use by adults.

9 If children use apps that are aimed at an older age group then this may leave them
vulnerable to being exposed to unsuitable contéintluding advertising as wel asbeing
contacted bystrangers.

Safety

1T Many popul ar apps will have ‘help’” and ‘safei
website. Some apps will even have content specifically designed for parents and carers.

o www.saferinternet.org.ukhas some useful parent guides which highlight safety tools
on popular devices, and signpost to report mechanisms.

91 Does the app have any privacy settings? If so then help your child to apply them
appropriately—for example is it possible to set the app so that only trusted friends can see
information they pos?

1 Explore the block and report features. Can your child block or report concerning users or
inappropriate behaviour?

T I'f the apps afoeetsyn ' otr hhaevlep secti ons or doesn’t
block then you may wish to consider if it is safe for your child to use.

Boundaries

9 Talk to your child about safe and appropriate online behaviour.

1 Consider setting up a family agreement regarding how their internet use will be supervised
and how long they can spend onlifiResources to help can be foundvatw.childnet.com
andwww.nspcc.org.uk/preventin@busekeepingchildrensafe/shareaware/

91 Apply appropriate parental controls to all devicesvw.saferinternet.org.uland
www.internetmatters.org

9 Discuss youexpectations about the types of content and information they should share
onling, rules relating tadding friends and meeting people in real life.

1 Do they understand:

o That content posted online should never be considered to be private and may
be copied and shared?

o That they should behave online the same a
and be kind?



http://www.net-aware.org.uk/
http://www.commonsensemedia.org/
http://www.saferinternet.org.uk/
http://www.childnet.com/
http://www.saferinternet.org.uk/
http://www.internetmatters.org/

0 How to be secure online such as by using safe and strong passwords. You
can visit www.getsafeonline.org.uk for more advice

If you are worried that your child is at risk of harm or criminal offence has been committed then you

can report your concerns to the Police or Childr
profiles of your actions, as this could dé@them to delete material which might be required for any

Police investigations. You can contact Kent Police viamd 0tk 999 if there is an immediate risk to a
child' s safety ( addiwwi.kentadlice.akineingtsafeti)cYawncarbalso f ound &
contact Kent Chi | 6300041 1% 110 acan asb refdreanling sexeiad abwsa to

CEORP by visitingww.ceop.police.uland usingh e “ Cl i ck CEOP” —reporting bu

The SchodDeputyDesignated Safeguarding Leagelvin Jones, Clai@ornal and I(the main
safeguarding leadyre available to discuss any help you may need or concerns regarding online
safety that you may have.

Yourssincerely,

Michele Kirkbride

Headeacher
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